University of California San Diego

Request for Privacy Risk Assessment

Use this form to request a privacy risk assessment of programs or projects that involve moderate or high risk personal information. These are defined as P-3 and P-4 information, respectively, under the University of California BFS-IS-3 policy. 

As you complete the form, please note the following:

[image: ]Please download and complete this form. Do not complete this form on your browser. Download the file to your device before starting.

[image: ]
Sections A and B must be completed by the UC San Diego requester; Section C must be completed by third parties/vendors involved in the project (if any). 
[image: A picture containing black, darkness

Description automatically generated]
Attach all required documents. If required documents are not attached, reviews may be delayed.

Email the completed form and all required attachments to the Campus Privacy Office at ucsdprivacy@ucsd.edu, cc pparsi@ucsd.edu, for review. Incomplete forms may be returned without review.




Thank you!
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1
Campus Privacy Office 	|    9500 Gilman Dr. La Jolla, CA 92093	|	privacy.ucsd.edu
This form is for internal UCSD use only.                                                                                						Version 20231212
PRIVACY RISK ASSESSMENTReviewer Use  Only Request #-

INTAKE FORM

	UC SAN DIEGO APPLICANT

	REQUESTOR NAME AND TITLE


	IF NOT SAME AS ABOVE, PROJECT LEAD NAME AND TITLE


	REQUESTING DEPARTMENT/UNIT


	PHONE NUMBER

	EMAIL


	PROJECT TITLE


	TYPE OF PROJECT
☐ Medical/Clinical Care                                 ☐ Student education                            ☐ Quality improvement/assessment
☐ Research                                                          ☐ Fundraising/marketing                      ☐ University administration/operations
☐ Outsourcing (process, application/service)                                                                ☐ Other (describe)




A. TO BE COMPLETED BY UCSD DEPARTMENT:  INFORMATION ABOUT THE PROJECT
Please review the data classification levels (i.e., P-levels) in BFS-IS-3 before completing this form; data should be classified at the highest level of sensitivity applicable. If unsure of the risk level, err on the side of the higher P-level. 
1. OVERVIEW.  
a. Identify all non-UC San Diego parties involved in the project. Add additional lines as necessary.
	Entity name
	Role 
(e.g., vendor, funding sponsor, business associate, subcontractor, collaborator, technical support, etc.)
	Point of Contact
	P-3 Data will be transferred to/accessed/collected by entity
	P-4 Data will be transferred to/accessed/collected by entity

	
	
	
	Yes                  No
	Yes                 No

	
	
	
	Yes                  No
	Yes                 No


A signed Appendix DS will be required, at minimum, from the third party for projects involving P-3 and P-4 data. The Campus Privacy Office strongly suggests that this document be provided to all vendors in advance for their review.

b. In layperson’s language, briefly summarize the overall project and purpose, including the contributions of all parties identified above. Explain what need you are trying to address.



c. What is the target start date for this project or this project phase? What is the expected period of performance?



d. Is this a new project or an enhancement/adjustment to an existing project?
☐ New		☐ Enhancement/Adjustment
If this is an enhancement/adjustment, what is being changed? 
☐ Technology		☐ Vendor	☐ Data		☐ Other (specify):

2. PROJECT FUNDING.  If this project is externally funded, provide the name of the funding source, record number, or agreement.
Name of Funding Source: 
Is the funding under federal grant or contract?                         Agreement #: 

☐ Project is not externally funded                       

3. CONTRACTS AND OTHER OBLIGATIONS.  Identify and attach any agreements, obligations or regulatory requirements related to this project, this dataset, or the third parties involved.   
☐ No known obligations			☐ UC Terms and Conditions with Appendix DS
☐ MOUs					☐ UC Terms and Conditions WITHOUT Appendix DS
☐ Master Agreement                                                    ☐ Non-disclosure/Confidentiality Agreement	                         ☐ Umbrella Agreement                                                ☐ Sponsored Research Agreement	                                                         ☐ Business Associate Agreement (BAA)        	☐ Data Use Agreement                          
☐ Collaborative Agreement		                ☐ FIPS, FISMA, NIST requirements in contract
☐ Statements of Work                                                  ☐ Service Level Agreements (SLAs)
☐ Other (explain):                                            	                                                  


4. OTHER INVOLVED/INTERESTED UNIVERSITY ENTITIES. Identify any other University entity with whom you have worked or consulted as part of this project.
☐ Campus Counsel                                                          ☐ Integrated Procure-to-Pay Solutions (IPPS)                                           ☐ Office of Contracts and Grants Administration     ☐ Export Control
☐ Office of Innovation and Commercialization         ☐ Advancement        ☐ Office of Risk Management         
☐ Registrar                                                                ☐ Health Sciences Compliance and Privacy
☐ Institutional Review Board (IRB)                              ☐ UCOP                      ☐ Information Technology Services (ITS)            
☐ Other University schools or units:  


Provide the point(s) of contact for the office(s) selected above.



5. Access. WHO AT UC SAN DIEGO WILL HAVE ACCESS TO THE DATA AND SYSTEMS INVOLVED IN THIS PROJECT? (SPECIFIC NAMES, ROLES, OR OFFICES)


6. TRAINING.  DESCRIBE DATA MANAGEMENT, PRIVACY, AND SECURITY TRAININGS REQUIRED FOR ACCESS. ALL UCSD WORKFORCE MEMBERS WITH ACCESS TO PERSONAL DATA MUST COMPLETE ON-DEMAND PRIVACY @ UCSD TRAINING THROUGH UC LEARNING.


B. TO BE COMPLETED BY UCSD DEPARTMENT: INFORMATION ABOUT THE DATA INVOLVED IN PROJECT          
1. DATA STEWARD ENTITY IS:                ☐ Campus 	☐ UCSD Health             ☐ Other (specify):  
2. DATA STEWARD IS: 		         

3. ARE THE DATA INCOMING TO/OUTGOING FROM THE UNITED STATES?  ☐ No		☐ Yes (where?): 

4. DATA ARE ACCESSED/SOURCED FROM  (select all that apply):
☐ ISIS     ☐ Activity Hubs                               ☐ Epic or hospital medical records*      ☐ Oracle Financials
☐ Registrar                              ☐ HR records, including UCPath            ☐ Participant provided (e.g., surveys, mobile apps)                                ☐ Government records/systems                                                               ☐ University email or other technical system                     
☐ Clinical Data Warehouse for Research (CDWR)                                  ☐ Other non-University system, database, or party                       
☐ Other (describe): 


*If you selected Epic or hospital medical records, permission from UCSD Health Privacy Office may be required  

5. POPULATION SIZE. Provide an estimate of the number of individuals whose data will be involved in this project.
   ☐ 1-500   	☐ 501 – 10,000            ☐ > 10,000

6. POPULATION LOCATION.  Some countries have very stringent privacy laws. If the data subject population is not entirely within the United States, specify the countries/regions in which data subjects are located physically. 
  ☐ US only       ☐ EU/UK       ☐ China       ☐ Canada       ☐ Brazil       ☐ India        ☐ Other (specify)
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University of California San Diego
7. DATA ELEMENTS INVOLVED IN ANY PART OF THE PROJECT. Select all that apply and explain, where necessary. Attach a data dictionary, if available. NOTE:  Most apps and websites collect IP addresses and date-time stamps.
Form last update:  12DEC2023
☐ Full preferred names (students, alumni)
☐ Full preferred names (patients, research subjects)     
☐ Full preferred names (employees)
☐ Full preferred names (all others)
☐ Legal names (any)
☐ Partial names (e.g., initials)
☐ Geographic subdivisions smaller than a state
☐ Dates (except year) directly related to an individual
☐ Telephone numbers
☐ Fax numbers
☐ E-mail addresses
☐ Social Security numbers
☐ Medical record numbers
☐ Health plan beneficiary numbers
☐ Account numbers
☐ Certificate/license numbers
☐ Vehicle identifiers and serial numbers, including license plate numbers
☐ Device identifiers and serial numbers
☐ Web URLs
☐ IP addresses or MAC addresses
☐ Biometric identifiers, including finger and voice prints
☐ Full face photographic images and any comparable images
☐ Other photographic images, video or audio
☐ University ID number (student, employee)
☐ Lab or pathology test results
☐ Diagnoses or procedures


☐ Psychology or mental health information
☐ Drug use information
☐ Clinical records
☐ Prescriptions or medications
☐ Images or radiology reports
☐ Genetic information/test results
☐ Passport or Visa numbers
☐ Employee personnel files
☐ Grades or performance (students, alumni)
☐ Disciplinary actions or proceedings (students, alumni)
☐ Race/ethnicity
☐ Sexual orientation or gender identity
☐ Veteran status
☐ Financial need/Pell Grant status
☐ Disability status
☐ Financial account numbers
☐ Financial records, including credit card or bank information
☐ Background checks/information
☐ Information about crimes or criminal activity
☐ Donor contact and gift information
☐ Salary information
☐ Employment benefits/beneficiaries
☐ Athletic performance information
☐ Political, religious, or philosophical beliefs
☐ Comments, posts, survey responses, free text
☐ Other health, medical or physical or mental status information (describe):
☐ Any other unique identifying numbers, characteristic, or code (describe):   
☐ Other: 




8. EXPLAIN THE NEED FOR EACH TYPE OF DATA INVOLVED. DESCRIBE EFFORTS TO ENSURE THAT ONLY THE MINIMUM NECESSARY DATA ARE USED/PROCESSED. 



9. WILL DATA BE SUBJECT TO ANY DISCLOSURE LIMITATION METHODS (E.G., DE-IDENTIFICATION, ANONYMIZATION, DIFFERENTIAL PRIVACY, OR OTHER MASKING) AT ANY POINT IN THE DATA LIFECYCLE (BY UCSD OR ANY VENDORS/THIRD PARTIES)?  
☐ Yes		☐ No
If you choose “Yes” above, describe the process, and explain who will be responsible for it (third party or UCSD).


10. HOW WILL INDIVIDUALS WHOSE DATA ARE INVOLVED BE MADE AWARE OF THIS DATA USE AND UC SAN DIEGO’S DATA PRACTICES?
☐ Consent (attach document or language)			☐ Website notice/Statement (attach)
		☐ Opt-in         ☐ Opt-out
☐ Hard copy notice/statement
☐ They will not be aware (explain)



a. Are there alternative ways for individuals to participate in this project without use of this platform/service? In other words, if someone opts out of this data use, are there alternatives for them?                                                   ☐ Yes		☐ No
b. Please describe what happens if an individual objects to use of this platform/service (e.g., they will be unable to participate; they can participate with their camera off; this project is completely voluntary).


11. WILL OTHER UC SAN DIEGO UNITS HAVE ACCESS TO THIS INFORMATION (E.G., THROUGH ACTIVITY HUBS, SHARED FOR ADMINISTRATION OR ANALYTICS)?
☐ Yes		☐ No
If yes, please describe who will have access and for what purpose.


12. WILL THIS INFORMATION BE COMBINED WITH DATA FROM OTHER SOURCES?
☐ Yes		☐ No
If yes, please describe what data will be combined and for what purpose.


13. PLEASE DESCRIBE HOW YOU AND ANY OTHER GROUP OR ENTITY HANDLING THE DATA WILL ADDRESS ANY REQUESTS FROM THE DATA SUBJECTS (E.G., ACCESS, DELETION, OR CORRECTION REQUESTS) AND WHO WILL BE RESPONSIBLE FOR RESPONDING.


14. HOW LONG WILL THE  DATA BE RETAINED BY UC SAN DIEGO?


15. WHAT IS THE DISPOSITION OF THE DATA AT THE END OF THIS PROJECT?
☐ Securely deleted					☐ Masked and archived (explain where)		
☐ Masked and made available for open/public access (where)


16. DOES ANY PART OF THIS PROJECT INVOLVE A WEB/APP TRACKING COMPONENT (E.G., USE OF WEB TRACKING PIXELS, COOKIES)?
 ☐ Yes	☐ No
If yes, describe tool, data collected by the tool, and the justification and need for tracking users.


C.  FOR VENDOR OR  TECHNICAL/SECURITY STAFF TO COMPLETE: INFORMATION ABOUT ADMINISTRATIVE SAFEGUARDS, APPLICATIONS, SYSTEMS, and DATA USE AND FLOW OUTSIDE UNIVERSITY
1. NAME AND CONTACT INFORMATION FOR THIRD PARTY’S PRIVACY OFFICER: 
NAME: 



CONTACT: 

2. NAME AND CONTACT INFORMATION FOR THIRD PARTY’S SECURITY OFFICER:
NAME: 



CONTACT:

3. AUDITS, CERTIFICATIONS, AND ATTESTATIONS.
Please specify and attach the most recent annual third party audit report, certification, or attestation covering privacy, security and IT operations and processes, including risk assessment and risk management process; data collection, use, disclosure, storage and destruction policies; software development life cycle; breach/incident response process; privacy and security awareness training for anyone who handles data; and contingency plan for data recovery in case of an emergency. Note that out-of-date SOC reports will not be sufficient.
☐  Soc 1, Type 2	☐  HITRUST	☐  PCI DSS 	 ☐  ISO 27001/27002	☐  NIST 800-53 
☐  Soc 2, Type 2	☐  FEDRAMP	☐  None (If None, please move to question 4)                         
☐  Other (describe below) 
   

4. SELF-DISCLOSURES AND OTHER DOCUMENTATION.
Please specify and attach the most recent self-disclosures or attestations covering privacy, security and IT operations and processes, including risk assessment and risk management process; data collection, use, disclosure, storage and destruction policies; data subject rights and complaint handling; software development life cycle; breach/incident response process; privacy and security awareness training for anyone who handles data; and contingency plan for data recovery in case of an emergency.
☐  HECVAT  	☐  EU-US Privacy Shield	☐  Swiss-US Privacy Shield	 
☐  None (If None, please attach internal Privacy Policies and Information Security Policies)                         
☐  Other (describe below) 
   


5. APPLICATION AUTHENTICATION.  
a. Does your application support two-step authentication? 	         ☐   Yes           ☐  No
If so, please specify:




b. Provide the application URL in support of this project, if applicable.


c. Does it support Security Assertion Markup Language (SAML)?              ☐   Yes           ☐  No 

IF NO, 
I) Does it support two-step authentication?         		           ☐  Yes              ☐No
II) What are the password complexity requirements (e.g., minimum 8 characters, alphanumeric, etc)?




6. HOSTING ENVIRONMENT.  Identify the hosting environment (e.g., Amazon Web Services, physical data center, etc.), backup environment and geographical location of each.  




7. DATA USE. Do you use any data, including “de-identified” or “anonymized” data, collected for, from, or on behalf of the University for any other purpose than providing the services for the project above (e.g., your own analytics, training algorithms, facial recognition, marketing, creating profiles of individuals or institutions)?
   									    ☐ Yes		☐ No
a. Do you create a profile of users? 					    ☐ Yes		☐ No
b. Do you combine data from this project with data from other sources?      ☐ Yes		☐ No

If you answered “Yes” to any of the above, please explain.



8. DATA SHARING. Do you share, disclose, or sell any data, including “de-identified” or “anonymized” data, collected for, from, or on behalf of the University to any other entity, including your affiliated entities, subsidiaries, parent organizations, or government entities?
     ☐ Yes		☐ No
If yes, please describe to whom you disclose information.



9. OTHER DATA PROCESSING AND CODE REVIEWS. 
a. Do you “de-identify” or “anonymize” data collected for, from, or on behalf of the university for any use other than the project?				           ☐ Yes		☐ No
If you answered “Yes” to any of the above, please explain by what standard you de-identify information and what processes you use.


b. Do you have a documented policy for reviewing codes, processes, and algorithms for bias and discrimination? If so, please attach.				    ☐ Yes		☐ No

10. DATA FLOW. 
a. DIAGRAM AND SYSTEM COMPONENTS. Attach a diagram(s) depicting the proposed data flow in detail.  Diagram should include details, such as protocols, ports, and of each system component. Indicate any connections in which the system may exchange P3 or P4 information with another system.



b. STORAGE, RETENTION AND DESTRUCTION.  Provide a data flow description for each stage of the data lifecycle (collection, storage, use, transmission, access, and destruction).  




11. DATA IN TRANSIT.
a. What protocols are supported and enabled to transmit application encrypted data?  Select all that apply.

☐ TLS 1.1                ☐ TLS 1.2                ☐ Other (specify):

b. Is University initiating the transaction?	☐   Yes	☐ No

c. Is University pushing or pulling data from other vendor systems? ☐ Pushing	☐ Pulling	☐ Both

12. DATA AT REST.
a. Are data encrypted at rest?      ☐    Yes                            ☐   No
b. Are backups encrypted?         ☐   Yes                             ☐   No 
c. Describe where encryption keys are stored and how they are being secured, including who has access to the keys.  




13. ACCESS.  
a. USERS AND ADMINISTRATORS. Identify the individuals, or classes of individuals, and their roles who will have administrator access and who will have user access to the system.  Specify who manages access.



b. USER METHODS.  Check the different methods by which the users can access the system

         ☐ SSH                ☐ Web Application                ☐ Client Application                ☐ Other (specify)
c. ADMIN METHODS. Check the different methods by which the administrators can access the system
		             ☐ SSH                ☐ Web Application                ☐ Client Application                ☐ Other (specify)


14. INSURANCE.  
a. Do you have cyberinsurance covering the proposed services?         ☐   Yes                             ☐   No 
b. Provide details of your cyberinsurance protection, including amount of coverage and what is covered.  
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